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System Security and Performance 
A RELIABLE AND SECURE ONLINE ENVIRONMENT

System Security and Reliability
System security and reliability are achieved when all facets of the digital 
curriculum solution—from the instructional content to the learning 
management system to data storage—are protected and available for 
users at all times.

System security focuses on protecting data against unauthorized 
access, while system reliability involves preventing system failure due to 
unforeseen events such as natural disasters. To mitigate the possibility 
of a system collapse or security breach, Apex Learning exceeds the 
industry standards for system reliability and security.

Locally Managed Operations
All system operations are managed in-house, ensuring 
complete control of the system as well as quick response 
to user inquiries and system alerts. Apex Learning employs 
a state-of-the-art operational hosting facility which ensures 
system security and reliability through comprehensive and 
redundant features:
   •  The facility is an SAS 70 Type II-accredited collocation 

provider, assuring all controls and safeguards have been 
thoroughly evaluated by a third-party auditor using the 
widely recognized standards developed by the American 
Institute of Certified Public Accountants (AICPA).

   •  The facility employs 24/7 on-site personnel and application 
availability monitoring, and a designated Apex Learning 
engineer is on call to immediately respond to any situation.

   •  Strict security measures include ballistic-rated  
building access, biometric scanners, electronic and  
key card locking mechanisms, and a closed-circuit 
television system, preventing unauthorized access to  
the hosting facility.

   •  All systems, software, and applications are continually 
updated with the latest security measures, keeping  
Apex Learning systems ahead of and protected from  
current hacking techniques, viruses, and other threats  
to system security.

Disaster Recovery
Disaster recovery is a crucial safeguard that protects 
systems against the unforeseeable. Apex Learning 
has taken extensive measures to ensure data is not 
lost and systems are available 24/7:
   • All customer data is backed up every 30 minutes.

   •  Fault-tolerant power ensures that in the event of a 
loss of power at the hosting facility, a secondary 
system will operate in its place until power is 
restored for seamless system function.

   •  An advanced fire detection system provides the 
earliest possible warning of a fire threat, and 
a pre-action sprinkler system assists with fire 
suppression.

   •  A rotating off-site storage system ensures disaster 
recovery in the event that the hosting facility is 
damaged or destroyed.

Two redundant sites—one in the Pacific  
Northwest and one on the East Coast—mirror  
all system functions and data. This minimizes 
potential for disruption by a natural disaster or  
other potential unforeseen disruptions. This level  
of duplication is unprecedented in the market of 
digital curriculum providers.

System security is a high priority for 

Apex Learning and for our users. Our 

level of commitment to ensuring  

a secure environment for all users is 

superior in the field of online learning.

—  Cary Mark 
 Vice President, Technology 
 Apex Learning 
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System Access and Internet Security
Secure Access
Apex Learning is committed to ensuring that data is 
protected from unauthorized access and available to 
the right users at the right times. The online learning 
platform features a role-based security infrastructure 
that provides separate levels of access to student 
information based on predetermined roles: student, 
mentor, coach, teacher, site coordinator, and 
technical coordinator. Restricting data by role ensures 
that students and educators have access only to the 
information for which they are authorized.

For an added level of security and convenience for 
customers, the Apex Learning learning management 
system fully supports silent login capabilities from 
customer authentication systems. This enables 
schools and districts to use existing student 
information systems—traditionally used to verify 
user identities and authenticate access—to directly 
connect to Apex Learning digital curriculum and the 
learning management system.

Web Filtering
The Apex Learning solution fully supports available 
web filtering and security software, allowing schools 
to use firewalls or otherwise block prohibited 
websites. All course content is hosted on identified 
domains, and supplemental Internet-based resources 
are linked directly within the course content. A 
complete “white list” of all necessary URLs is 
available for customers to establish a comprehensive 
directory for any web filtering solution. Using web 
filtering, students may access external websites 
to enhance the educational experience while still 
restricting access to disallowed sites.

 
 
 

System Availability and Performance
Apex Learning is committed to providing students and 
educators with continuous access to the digital curriculum 
and learning management system. In a flexible learning 
environment, 24/7 access is crucial to the success of students 
and educators—allowing students to work at their own pace 
whenever and wherever they choose, and providing ongoing 
access to real-time data for educators.

Internet-Based Systems
The Apex Learning digital curriculum and learning 
management system are provided entirely via the Internet. No 
local caching servers, media servers, or software installations 
are required. This relieves the burden of costly equipment, 
installation, and maintenance from the schools, providing a 
low-cost and stress-free system for all users.

System Performance
An effective digital curriculum provides rapid load times 
so students and teachers can move efficiently through the 
curriculum. The behind-the-scenes system design of Apex 
Learning courses is as purposeful as the curriculum itself.

In-house experts build each Apex Learning activity  
with a focus on minimizing bandwidth requirements:

   •  Images, animations, and audio are optimized  
to reduce file size

   •  High-bandwidth media distribution networks automatically 
deliver media efficiently for all users

These measures enable seamless access to Apex Learning 
courses, regardless of Internet bandwidth.

To further increase the speed at which content is accessed, 
Apex Learning provides complete load-balancing and fault-
tolerant system redundancy. Users are evenly distributed 
across Apex Learning-hosted servers, and system 
performance is monitored in real time and adjusted as 
necessary to ensure optimal user experience.
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